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1
Decision/action requested

This document discusses the security issues on the security aspects of Service Based Architecture and proposes to update the skeleton of TS 33.501.
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3
Rationale

As it shows in the reply LS from SA2 (S2-176552), SA2 has agreed that the control plane network functions in the 5GC shall only use service based interfaces for their interactions. Correspondingly, the following statement was agreed in TS 23.501 clause 4.2.1[1].

Network functions within the 5GC Control Plane shall only use service-based interfaces for their interactions.
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Figure 3-1: Non-Roaming 5G System Architecture in service-based interface representation
SA2 defines the 5G architecture as service based. 3GPP CT3 and CT4 already defined the protocol for Service Based Architecture of 5G network in TR29.890 [2] and TR29.891 [3]. Correspondingly, SA3 shall consider the security issues introduced by service based architecture, such as the security impacts to interfaces between the network functions in the core network. In addition, SA2 also proposed in the clause 7.1.4 of TS23.501, the NF service authorization should be considered. SA3 # 88 meeting have agreed to study the security for service based interfaces in 5G Phase 1[4], naturally, the service based architecture security as part of the 5G security should be included in TS 33.501. Additional security features need to be introduced to secure 5GC-control plane. SA3 should determine the security requirements and security procedures of the service based architecture in 5G phase 1. Therefore, new clauses about requirements and security procedures of SBA shall be introduced to TS 33.501.
4
Detailed proposal

***********************Start of the first change************************
5. X
Security Requirements for the Service Based Architecture
Editor’s Note: This section will include the requirements on service based architecture.

5. X.1
General

5. X.2
Security Requirements for service-based interfaces

Editor’s Note: This content needs to be studied the security of service-based interfaces that defined in 4.2.6 of TS 23.501.
5. X.3
Security Requirements for service registration, discovery and authorization
Editor’s Note: This content addresses needs to be studied the security requirements for service registration, discovery and authorization
***********************End of the first change*************************
***********************Start of the second change************************
7. X
Security procedures for Service Based Interaction between NFs
Editor’s Note: This content addresses the security procedures for service based interaction between NFs.

7. X.1
NF registration and authentication procedure
Editor’s Note: This content addresses the security procedure of NF registration and authentication.
7. X.2
NF discovery and authorization procedure
Editor’s Note: This content addresses the security procedure of NF discovery and authorization.
7. X.2.1
Authorization of NF service discovery

Editor’s Note: This content addresses the authorization of NF service discovery.
7. X.2.2
Authorization of NF service access

Editor’s Note: This content addresses the authorization of NF service access.
7. X.3
Protection of the connection between NFs
Editor’s Note: This content addresses the protection mechanisms to ensure the security of transmission between NFs.
***********************End of the second change*************************
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